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Abstract. As a new communication technology, Intelligent Reflecting Surface
(IRS) can intelligently reconfigure the wireless propagation environment by inte-
grating many passive/active reflective elements on the plane. According to the char-
acteristics that IRS can adjust the propagation channel intelligently, this paper ap-
plies IRS to wireless security communication, and studies how to make the security
rate reach the optimal security capacity from the perspective of optimization tech-
nology. In this paper, two schemes of passive/active IRS are considered, and the
corresponding safety rate maximization algorithm is proposed. In view of the non-
convexity of the objective function, on the one hand, in the passive IRS scheme,
the Dinkelbach method is used to transform the objective function into a form that
is easy to handle, and the original problem is transformed into a convex problem
through the continuous convex approximation method; On the other hand, under
the active IRS scheme, aiming at the complexity of the original problem, the first
order Taylor expansion is used to obtain the lower bound of the optimization prob-
lem, and a minimax optimization algorithm is proposed. Finally, the performance of
the proposed algorithm is verified by simulation. The simulation results show that
the algorithm designed with active IRS has better security rate than the algorithm
designed with passive IRS under the same parameter settings.
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1. Introduction

Intelligent Reflecting Surfaces (IRSs) are man-made surfaces of electromagnetic(EM)
material controlled by integrated electronic devices, which have attracted widespread at-
tention due to their unique wireless communication capabilities1. The development of
IRS has evolved from related researches on metamaterials and metasurfaces, and cur-
rent implementations include traditional reflectarray, liquid crystal surfaces, and software-
defined primitive surfaces 2,3,4. With the emergence of IRS objects, IRS technology pro-
vides a new idea for improving the channel capacity of wireless communication. Under
the premise that IRS can be realized, more and more researchers analyze the positive
effects of IRS on wireless communication from different research fields, such as perfor-
mance optimization, channel estimation, security, etc 5.
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Specifically, the passive IRS can adjust the phase of the incident electromagnetic wave
by controlling the components deployed on the IRS, thereby controlling the direction of
the electromagnetic wave at the receiver. Compared with the traditional decoding and
forwarding relaying technology, passive IRS can shape the wireless signals through soft-
ware programming without additional energy sources, increasing the channel capacity
without consuming spectrum resources. Most of the current research shows that passive
IRS can improve the channel capacity of target users 6,7,8,9, but these studies ignore the
”double fading” effect brought by passive IRS, and only consider that the direct link is
very poor atypical scenario. Therefore, in order to overcome the basic limitation of the
”double fading” effect, some researchers proposed the application of active IRS in wire-
less communication systems 12,13,14,15,16,17,18. Unlike passive IRS, which passively reflects
signals without amplification, active IRS can not only adjust the phase of incident elec-
tromagnetic waves, but also amplify reflected signals. However, the noise in the signal
transmission is also amplified accordingly, and additional power is required. However, In
comparison with the amplify-and-forward relay technology, active IRS does not require
encoding and decoding operations. Reference 11 specifically expounds the concept of ac-
tive IRS, its hardware structure and signal model, introduces how active IRS amplifies the
incident signal, and compares and analyzes the channel capacity gain brought by active
IRS and passive IRS through experimental measurements. Reference 12 introduces an
active IRS into a single-input multiple-output system, and maximizes the received signal
power of the system and minimizes the IRS-related noise at the receiver by optimizing
the reflection coefficient matrix of the IRS and the receiving beamforming at the receiver.
The results prove that the active IRS- assisted system has better performance than the tra-
ditional passive IRS- assisted system under the same power budget. However, if the two
systems have the same total power budget and the number of reflection units of the IRS is
sufficient, the channel capacity brought by the passive IRS is better than that of the active
IRS13. References 14,15,16 also demonstrate the superiority of active IRS over passive
IRS. It is worth noting that, unlike the existing passive IRS, which passively reflects the
signal without amplitude amplification, the active IRS requires extra power to support
the active amplification of the reflected signal, so with the same number of reflective ele-
ments, Active IRS requires a larger power budget than passive IRS 17. In order to reduce
the power loss of active IRS, the literature 18 proposes a sub-connection architecture of
active IRS. At the cost of reduced degrees of freedom required for beamforming design,
the components on the IRS independently control their phase shifts, but share the same
power amplifier, the simulation results demonstrate that the sub-connection structure is
an energy-efficient implementation of the active IRS. More importantly, the team of Mr.
Dai from Tsinghua University has a mature IRS hardware design method19, which has
promoted more and more researchers to study the beneficial effects of IRS on wireless
communication from different fields.

With the rapid development of the Internet of Things and the continuous upgrad-
ing of various eavesdropping methods, the disadvantages brought by traditional se-
curity technologies are also increasing. The emergence of IRS technology provides
a new direction for PLS research. Although PLS for different wireless systems has
been extensively studied in many literatures 20,21,22,23, the application of IRS to im-
prove PLS is still not well studied. Through literature review, it is found that most
authors consider passive IRS to improve the PLS of the system. As in the literature
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24,25,26,27,28,29,32,33,34,35,36,37,38,39, the security performance of a passive IRS-
assisted system is considered, and the security capacity is maximized by optimizing the
reflection phase shift and/or transmission probability of the passive IRS. Few literatures
consider the application of active IRS. Furthermore, existing research on active IRS as-
pects is limited to non-secure aspects, that is, eavesdropping users are not considered
in the system model. Although active IRS greatly improves the communication quality
of users, it will also leak more information to eavesdropping users due to the broadcast
nature of wireless channels. Therefore, it is also necessary to consider the safety perfor-
mance gain brought by active IRS.

2. System Model

In order to reduce the influence of ”double fading”, this section further considers the
application of active IRS in PLS, and the considered system model is shown in Fig. 1.
In the active IRS-assisted communication system model, hD, hE are the channels from
the base station to the legitimate user and the base station to the eavesdropping user,
respectively. hbr ∈ CN×1, hrd ∈ CN×1 are the channels between the base station to the
IRS and the IRS to the legitimate user, respectively, hre ∈ CN×1 is a channel from the
IRS to the eavesdropping user. In addition, considering that the base station knows the
CSI of all users, it is assumed that the eavesdropping user passively eavesdrops on the
information transmitted by the base station to the legitimate users, without causing any
interference to the legitimate users.

The reflection coefficient diagonal matrix of IRS is defined as Θ =
diag(a1e

jθ1 , . . . , aNejθN ), an and θn ∈ [0, 2π] are the amplification factor matrix and
phase shift matrix of IRS, respectively. In particular, the active IRS can not only change
the phase shift of the channel, but also amplify the signal and then reflect it to the user12,
So the magnification factor an ≥ 1,∀n. However, the active IRS requires additional
power to support the amplification of the reflected signal. In addition, active IRS am-
plifies the useful signal while the amplified noise signal can not be ignored.. Therefore,
the received signals at the legitimate user and the eavesdropping user can be respectively
expressed as31

ys =
√
pt
(
hD + hH

rdΘhbr

)
xs + hH

rdΘnr︸ ︷︷ ︸
noise by

active RIS

+ns (1)

ys =
√
pt
(
hD + hH

reΘhbr

)
xs + hH

reΘnr︸ ︷︷ ︸
noise by

active RIS

+ne (2)

where nr is the noise introduced for active IRS amplification, and nr ∼ CN (0, σ2
r). Then,

the channel capacities of the legitimate end and the eavesdropping end are respectively
defined as
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Fig. 1. Active IRS-assisted Communication system model

CS = log

(
1 +

pt
∣∣hD + hH

rdΘhbr

∣∣2∥∥hH
rdΘ

∥∥2 σ2
r + σ2

s

)
(3)

CE = log

(
1 +

pt
∣∣hE + hH

reΘhbr

∣∣2
∥hH

reΘ∥2 σ2
r + σ2

e

)
(4)

As mentioned above, it should be noted that, compared to passive IRS, active IRS
needs to consider the amplified noise. To ensure that legitimate users can correctly decode
the signal sent by the base station, the noise introduced by the active IRS should satisfy
the following constraints

∥Θ(ϕ)hbr∥2 + ∥Θ(ϕ)IN∥2 γ̄r ≤ P̄A (5)

where P̄A = PA/pt, γ̄r = σr/pt, PA is the maximum noise amplification power budget
for active IRS, IN is the identity matrix of dimension N . In addition, the amplification
gain of the active IRS also needs to satisfy the upper bound constraint. Let amax be the
maximum gain of amplification, assuming that the maximum gain of each reflector of each
IRS is the same. Then, the reflection coefficient constraint of the IRS can be expressed as

|ϕi| ≤ ai,max, i = 1, · · · , N (6)
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where ϕ = diag(Θ) =
[
a1e

jθ1 , · · · , aNejθN
]H

. According to the above constraints, it is
necessary to optimize the phase shift and amplification gain to maximize the safe rate of
the system. The optimization problem can be expressed as

P2 : max
ϕ

log

(
1 +

∣∣hD + ϕHhd

∣∣2∣∣ϕH diag
(
hH
rd

)∣∣2 γ̄r + γ̄s

)
−

log

(
1 +

∣∣hE + ϕHhe

∣∣2
|ϕH diag (hH

re)|
2
γ̄r + γ̄e

) (7)

s.t. |ϕi| ≤ amax, i = 1, · · · , N (8)∥∥ϕH diag (hbr)
∥∥2 + |ϕ|2γ̄s ≤ P̄A (9)

where γ̄i = σ2
i /pt, i ∈ {r, s, e}, hi = diag

(
hH
ri

)
hbr, i ∈ {d, e}. The objective function

and constraints in problem P2 are both non-convex, so they cannot be solved directly. In
order to solve this problem, a joint optimization algorithm based on SDR method and
min-max algorithm is proposed. The algorithm to solve this problem is introduced below.

3. Optimal Solution

Since the numerator and denominator of the objective function in problem P2 and all the
constraints are related to the optimization variables ϕ, the optimization solution cannot
be directly solved. First, let V = [ϕ; 1]

[
ϕH , 1

]
, rewrite the objective function in P2. The

channel capacity of the legal end can be reformulated as
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. Similarly, the channel capacity of the eaves-
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. Then, let Π =
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pt diag (hbr) diag (hbr)

H
+ σ2

rIN , 0N×1

01×N , 0

]
, Constraints (9) can be expressed as

tr(Π̄V) ≤ P̄A (12)

Therefore, the optimization problem P2 can be reformulated as

P2a : maxV C( V) = log (tr (HD V))− log
(
tr
(
H̃D V

))
−

log (tr (HE V)) + log
(
tr
(
H̃E V

)) (13)

s.t. V(i, i) ≤ amax, i = 1, · · · , N (14)
V(N + 1, N + 1) = 1, V ≥ 0 (15)

tr(Π̄V) ≤ P̄A (16)

After processing, it is found that the objective function of problem P2a is still non-
convex. We consider approximating the objective function, and then optimize the approx-
imated objective function through a minimum-maximization algorithm. According to the
first-order Taylor expansion, any concave function f(x), for points within the domain x, x̃,
can be written as f(x) ≤ f(x̃)+(∇f(x̃))T (x−x̃). Any concave function g(X), for points
within the domain X, X̃, can be written as g(X) ≤ g(X̃)+tr(∇g(X̃)(X−X̃)).Then Since
tr
(
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)
is a linear function of V , log2
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. Therefore, the

lower bound of the objective function of problem P2a can be expressed as
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Then, by replacing the objective function in P2a with equation (17), and removing the
constant term, the optimization problem can be approximately expressed as

P2b : max
V

log (tr (HD V)) + log
(
tr
(
H̃E V

))
−

tr
(
H̃D/ tr

(
H̃DṼ

)
V
)
− tr

(
HE/ tr

(
HEṼ

)
V
) (18)

s.t. V(i, i) ≤ amax, i = 1, · · · , N (19)
V(N + 1, N + 1) = 1, V ≥ 0 (20)

tr(Π̄V) ≤ P̄A (21)

The problem P2b is already a convex problem and can be solved with the CVX tool-
box. After the matrix V is obtained after optimization, if the rank of the matrix V is not
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1, it can be restored to the rank 1 matrix by Gaussian randomization. Then, according
to Θ = diag

(
umax(V)

√
λmax(V)

)
[1 : N ], the original phase shift matrix Θ can be

obtained, where µmax(•) is the eigenvector corresponding to the largest eigenvalue of
the matrix, and λmax(•) is the largest eigenvalue of the matrix. The entire optimization
algorithm flow is shown in the algorithm Table 1.

Table 1. Algorithms for problem P2

Algorithm 1 Algorithm for Problem P2

1: Initialize feasible point Ṽ, convergent value ε

2:Calculate the value of C(Ṽ),set C(V) = C(Ṽ) + 2εI
3:While

∣∣∣C(V )− C(Ṽ )
∣∣∣ ≥ ε :

4: Solving the optimization problem P2b gets ;
5: if not rank(V ) = 1 then
6: use the Gaussian randomization method;
7: end if
8: Calculate the value of C( V), update Ṽ = V;
9: end while
10: according to Θ = diag

(
umax(V)

√
λmax(V)

)
[1 : N⌉, obtain the IRS coefficient matrix Θ.

4. Simulation And Result Analysis

In order to illustrate the channel gain brought by the active IRS, compared with the passive
IRS, the fading model of each channel adopted in this section is the same as that in Fig. 2.
Using the parameters in Fig. 2, we simulate and analyze the safety performance of the
active IRS-assisted communication system. Where ”active-IRS” represents the simulation
curve in the presence of active IRS, ”without-IRS” represents the simulation curve without
IRS, and ”passive-IRS” represents the simulation curve in the presence of passive IRS. In
Fig. 2, the transmit power of the base station is set as pt = 40dBm, and we compared
the curve of the relationship between the number of reflection units N and the safety
rate of the IRS under different schemes. The interference power threshold of the active
IRS is PA = 30dBm, and the maximum value of the amplitude amplification is set
as a2max = 35dB. As the number of reflector elements increases, the security rate of
both passive IRS and active IRS-aided communication systems increases. Under the same
parameter settings, the performance gain brought by the active IRS is significantly better
than that of the passive IRS and the communication system without IRS. As can be seen
from the figure, due to the influence of ”double fading”, the number of reflection units
required by the active IRS is smaller than the number of reflection units required by the
passive IRS when the same safe rate is achieved. This shows that under the condition of
achieving the same performance gain, the active IRS can save the number of reflection
units and reduce the complexity of the IRS. When the legitimate users are far away from
the IRS, that is xIRS = 40m, the number of IRS reflection units has little effect on the
system performance. The signal received by the user is mainly the signal reflected by the



602 Yiming Li et al.

IRS, and the average safe rate increases significantly with the increase of the number of
reflecting units.
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Fig. 2. Average safety rate of different reflection units

In Fig. 3, the graph is the relationship between the transmission power of different
base stations and the system security rate. We set the number of reflection units N = 32
of IRS, and compare the improvement of system safety performance between active IRS
and passive IRS under the same parameter settings. The interference power threshold of
IRS is fixed as PA = 20dBm, and the maximum value of the amplitude amplification
is set as a2max = 35dB. It can be seen from the figure that the larger the value of pt,
the higher the security rate of both passive IRS and active IRS-assisted communication
systems. But when the power increases to a certain value, the upward trend of the safe
rate curve using the active IRS scheme is gradually smoothed. This is because it is sub-
ject to the maximum interference power constraint of the IRS. Therefore, the achievable
performance gain offered by active IRS is limited. Compared with communication sys-
tems without IRS, IRS can significantly improve the security performance of the system.
This is because through the proposed optimization algorithm, the performance loss of
the signal reflected by the IRS received by the legitimate user is smaller than that of the
eavesdropping user, thereby improving the security rate of the system.

In Fig. 4, the comparative active IRS and passive IRS system safety rate curves under
different parameter settings. The horizontal coordinate of the IRS is set as xIRS = 60m,
the transmit power of the base station is pt = 40dBm, and the interference power thresh-
old of the IRS is PA = 20dBm. As can be seen from the figure, the achievable perfor-
mance gain provided by the active IRS is significantly better than that of the passive IRS.
With the increase of a2max, the security rate of the active IRS-assisted communication sys-
tem is continuously improved. This shows that the active IRS can enhance the incident
signal by increasing the amplification factor and the number of reflective elements.
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5. Conclusion

In this chapter, we studied the IRS-assisted single-input single-output secure communi-
cation system, designed the optimal phase shift based on two types of IRS, passive and
active, and proposed a secure rate maximization algorithm for IRS-assisted wireless com-
munication networks. For the passive IRS-assisted communication system, the influence
of the number of IRS reflective elements on the security performance of the system is stud-
ied. The simulation results show that the more reflective units in the IRS, the higher the
performance gain brought by the IRS. However, due to the influence of ”double fading”,
passive IRS improves the performance of the system to a limited extent. When the number
of reflection elements increases to a certain value, the slope of the average safe rate curve
also decreases continuously. For the communication system assisted by the active intelli-
gent reflective surface, the active IRS can not only adjust the phase shift of the signal, but
also amplify the amplitude of the signal. In order to solve the non-convex secrecy rate op-
timization problem based on this design, a min-max optimization algorithm is proposed.
The simulation results show that the influence of ”double fading” effect can be effectively
alleviated with the assistance of active IRS. Under the actual power consumption model,
the performance gain brought by the proposed active IRS-assisted system is better than
that of the traditional passive IRS system.
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