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Abstract. The increasing threat landscape in Industrial Control Systems (ICS) 

brings different risk profiles with comprehensive impacts on society and safety. 

The complexity of cybersecurity risk assessment increases with a variety of third-

party software components that comprise a modern ICS supply chain. A central 

issue in software supply chain security is the evaluation whether the secure 

development lifecycle process (SDL) is being methodologically and continuously 

practiced by all vendors. In this paper, we investigate the possibility of using a 

decentralized, tamper-proof system that will provide trustworthy visibility of the 

SDL metrics over a certain period, to any authorized auditing party. Results of the 

research provide a model for creating a blockchain-based approach that allows 

inclusion of auditors through a consortium decision while responding to SDL use 

cases defined by this paper. The resulting blockchain architecture successfully 

responded to requirements mandated by the security management practice as 

defined by IEC 62443-4-1 standard. 
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1. Introduction 

With technological improvements that are permeated through various aspects, software 

engineers and everyone involved in product development have become more aware of 

the impact a potential bug can produce on everyday life. While bugs in the production 

can lead to disrupted availability of the service or a product, a vulnerability could also 

lead to loss of confidentiality and integrity of the system. Those vulnerabilities have a 

greater impact if they were to occur in an ICS, as they perform data acquisition and real-

time control [1] and the root cause of those vulnerabilities must be addressed [2]. A 

prime example of ICS is the Supervisory Control and Data Acquisition (SCADA), and if 

a vulnerability was to enter such a system, it may cause blackouts, thus leaving cities 

without power. A flaw in the energy management system led to a blackout in the 

northeastern U.S. in 2004, which could have been prevented if the code audit had been 

done in the implementation phase [3]. Another worrying evidence is that critical 

infrastructures have become a target for various cyber-attacks, where threat actors vary 

from competitors, hacktivists, cyber-criminals, nation-states. The impact of cyberattacks 
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that have happened to ICS, starting with the first publicly known SCADA cyberattack 

[4] to the latest Colonial pipeline malware attack [5] is ever-increasing, which has also 

been noted by several authors [6], [7], [8]. Cyber-attacks in the global oil supply chain 

were previously recognized as a potential issue, so authors of [9] have analyzed cyber 

threats and have provided immediate countermeasures. A model and an algorithm to 

optimize the survivability of a mission-critical system under attacks for a certain time 

duration by maintaining redundancy of components can be used when designing such a 

system [10]. Vulnerabilities in industrial control systems have shown that cybersecurity 

posture must improve, and the root cause of ICS vulnerabilities should be addressed 

[11]. 

Performing the root cause analysis for issues that have occurred is the way to 

minimize future mistakes and learn in the process, but a more beneficial approach is the 

shift left approach, i.e., implementing security checks from the early development. Such 

an approach can be complemented by implementing the industry best practices from a 

secure development lifecycle process. The standard IEC 62443-4-1 [12], named Secure 

product development lifecycle requirements, SDL for short, helps industrial automation 

and control systems (IACS) increase their security posture, by implementing security 

best practices in every aspect of the product development lifecycle. The IEC 62443-4-1 

standard is divided into eight practices, addressing security requirements definition, 

secure design, secure implementation (including coding guidelines), verification and 

validation, defect management, patch management, and product end-of-life. [12]. As the 

IEC 62443-4-1 standard is written in the form of 47 requirements, the process of 

requirement engineering is of great importance. This process has been utilized by 

various industries, as it allows requirements to go through several stages and can be 

tracked through their phases. Requirement engineering practices has been analyzed and 

improved [13], [14], [15], [16], evaluated for startups [17] and adjusted for cyber-

physical systems [18], [19].  

Requirement engineering is a process that follows the lifecycle of a requirement. An 

approach to keep information dated and versioned, while at the same time have a 

tamper-proof resolution that guarantees that information that was written has not been 

altered, is to utilize features that blockchain technology provides. While some industries 

require that information stored on the blockchain is made publicly available and is 

required that the information is publicly verified, most of the industries have decided to 

keep some or all the information available only to interested parties. Private blockchain 

networks are suitable for corporations that need to utilize blockchain technology but the 

information that is stored on the blockchain cannot be publicly available. Hyperledger 

Fabric is a distributed ledger, used for creating blockchain solutions that require a 

private permissioned blockchain network, a network that is created and maintained by a 

pre-authorized set of members. An overview of blockchain classification was done by 

Golosova et al. [20], where the difference between public, private, permissioned, and 

permissionless blockchain was provided. Hyperledger Fabric has smart contracts, 

transactions, peers, consortiums as other blockchain implementations, but it has also 

introduced terms such as organization, ordering service, and channel [21] [22].  

A step forward was made in requirement tracking, as the author proposed requirement 

tracing utilizing blockchain technology [23]. Blockchain technology provides 

immutability of information being stored on the distributed ledger. Demi et al. [24] 

claim that blockchain has the potential to enhance the immutability, trust, visibility, and 
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traceability of requirements throughout the software development lifecycle (SDLC). 

What we see as an appropriate extension to Demi’s hypothesis [23], that would be 

beneficial to ICS wanting to improve its security posture, is to have a private 

permissioned, blockchain-based model, so that organizations can track and manage 

security requirements throughout the secure development lifecycle, which would allow 

ICS to promote cooperation and trust among different parties. The extension we made is 

to utilize only private-permissioned blockchain networks, as ICS will not set its 

requirements and their compliance on a public blockchain, that would be accessible to 

anyone with appropriate tools, and to focus on security requirements for ICS. We 

propose a blockchain-based model for tracking compliance with security requirements, 

as blockchain technology provides timestamped and tamper-proof information that is 

stored on the ledger, which is beneficial to parties auditing the process. Additionally, a 

universal blockchain architecture that can be used within the proposed model is offered.  

We chose to evaluate and provide details of this model, on Security Management 

practice, as a governing practice that ensures all other practices in the IEC 62443-4-1 

standard are executed appropriately.  

The remainder of this paper is organized into five sections. Section 2 provides review 

of related work. Section 3 introduces a proposed blockchain-based model and 

architecture. Section 4 evaluates the proposed blockchain model for security 

management requirements, combined with supply-chain management architecture. 

Section 5 concludes with a final discussion on the solution and future steps. 

2. Related Work 

The issue of addressing security practices from the beginning of a product lifecycle has 

been discussed by several authors [25], [26] relying on various standards and guidelines 

that provide knowledge on incorporating security into the product. Secure development 

lifecycle (SDL), whether product or software is the intended area of applicability, is a 

process of building secure products or software, by encompassing security and privacy 

considerations throughout all phases of the development process, helping developers to 

build highly secure software while addressing security compliance requirements, and 

reducing development costs [27]. Security standards and guidelines change over time, as 

seen in the case of Comprehensive, Lightweight Application Security Process-CLASP, 

which has been put to archive, but its segments are incorporated into IEC 62443-4-1 

standard [12], [28]. One of the segments that were not incorporated directly into the IEC 

62243-4-1 standard is roles and their responsibilities. Instead, only a requirement for 

defining roles and responsibilities is added (SM-2 Identification of responsibilities). 

Apart from CLASP, NIST Special Publication 800-64 Rev. 2 [29], named Security 

Considerations in the System Development Life Cycle, has also been withdrawn, 

guiding readers to refer to NIST SP 800-160 Volume 1 [30]. Microsoft’s SDL has been 

guiding software developers over the last two decades [31], [32], [33]. Differences 

between CLASP and Microsoft’s SDL have been addressed several times [34], [35], 

[36] which is beneficial to those gaining broader knowledge. Another standard that takes 

into consideration security from the very begging of the product development lifecycle 

is IEC 62443-4-1 standard. The IEC 62443-4-1 standard is one of 13 standards included 
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in the IEC 62443 series, developed by the ISA99 committee. Standards within series are 

grouped in general, policies and procedures, system and component groups [12] 

covering a broad area of security for industrial automation and control systems, from 

Terminology, concepts, and model (IEC 62443-1-1) to Technical security requirements 

for IACS components (IEC 62443-4-2).  IEC 62443 is a source of common 

understanding of cybersecurity-related issues for industrial and automation control 

system (IACS) owners, component developers, and service providers [12]. This paper 

focuses on the IEC 62443-4-1 standard and Security Management practice, presented as 

a first and crown practice, containing 13 requirements, ranging from the development 

process to continuous improvement.  

The demand for secure development lifecycle practices has been identified by 

academia and industry, but the applicability and justification of resources, both human 

and financial, remained a debate. This issue with additional cost that security practices 

are believed to be adding to the development was discussed in [37], which concluded 

that, at the time, few cost-estimation models that take security into account have been 

proposed and that the existing models were not properly validated. While the argument 

that security practices introduce excessive overhead in terms of time and money, authors 

[32] showed that Microsoft’s Secure Development Lifecycle can be used even on a 

small team, that consists of one developer, but argue that the proper cost-benefit analysis 

of implementing a robust framework on a small team, should be conducted. Another 

group of authors [38] assumes that security will introduce overhead in terms of time and 

additional human resources.  There are some challenges when secure practices are left 

out of software development and they need to be introduced, particularly in agile web 

development relying on SCRUM methodology. Such development is based on fast 

feature production, which usually lasts less than 30 days. The authors argue that such a 

short period does not leave time for security practices to be implemented at full scale 

and propose a secure SCRUM process, allowing “agile” security activities to be 

introduced to the process. The process was evaluated by a team of developers, 

describing the process as “medium” agile and “medium” cost-effective. As authors 

assumed, such a process introduced overhead in terms of time, but the analysis of not 

applying secure practices, which could lead to security issues such as breach and DDoS, 

has not been discussed. An alternative perspective is that companies take security and 

secure practices differently, depending on the industry, size, and organizational 

structure. Also, security experts in companies have various roles, from security 

engineers, consultants, or auditors. The work done by security auditors was presented by 

authors [39] in form of interviews, providing insight into security practices, such as 

static code analysis, and penetration tests. As the authors have concluded, a combination 

of organizational processes, developer training, and tools is needed for improving 

application security. The traceability for the processes has not been discussed and that is 

gained by utilizing our proposed blockchain-based model, since the possibility of 

tracking all information that has been put on the decentralized ledger, digitally signed 

and tamper-proof information, is an out-of-the-box feature of the blockchain.  

Further research shows that one direction in securing products is incorporating 

security tools, such as AttackSurface Host Analyzer (AHA), allowing continual 

monitoring and improving ICS, but such activity is not sufficient for an overall increase 

in product security posture [40]. An argument for poor SDL implementation in the 

industry may lay in the interviewees' perspective of lacking security experts [41], there is 
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a mechanism that can contribute to additional security practitioners in the early stages of 

developers’ working life. Walden et al. [42] have recognized the need for secure 

development lifecycle courses at the undergraduate level, as adopting base principles of 

SDL at the begging of higher education, provides future engineers concepts and the 

importance of securing development lifecycle. The course introduced 10 modules and a 

web project for demonstration, allowing students both conceptual and practical 

knowledge of SDL, but the research lacked results from this introduction. Also, the 

importance of introducing quality materials and advanced techniques in teaching the 

value of secure development lifecycle was recognized by authors [43] where teaching 

security design analysis in a hybrid flipped classroom was introduced in the class of 

2015/2016. The proposed framework showed that the newer generation had better 

learning outcomes, reflected in system understanding and dataflow diagram quality. 

Since the framework showed an increase in students' understanding, it could lead to 

creating additional security courses using the hybrid flipped classroom method, which 

would further increase overall understanding of the importance of a secure development 

lifecycle. 

With our approach of enabling compliance for securing the product development 

lifecycle, other ICS, such as smart grids, that are highly regulated, can append their 

blockchain implementations, for their compliances. Smart grids in the USA are 

regulated by NERC CIP standards, that every utility is obligated to follow. Authors from 

[44] have recognized the potential that blockchain technology has in terms of making 

information available, secure and tamper-proof, which can be considered a prerequisite 

for standard compliance. Using blockchain proof of authority as a mechanism for 

providing widely witnessed evidence on what can be considered the truth, while not 

relying on a single party, authors in [44] have proposed a supply chain blockchain 

solution, which is per NERC Critical Infrastructure Protection 13 standard. Blockchain 

security controls that enable compliance with NERC CIP 13 standard, also enable 

Customers, Manufacturers, Hardware, and Software Suppliers, as identified actors, to 

exchange information in a secure, transparent, traceable, and tamper-proof manner. A 

similar group of authors [45] has also analyzed blockchain utilization for other NERC 

CIP standards: CIP 007-5, CIP 008-5, CIP 009-5, CIP 010-1, and CIP 011-1. 

Realization of compliance is suggested through using keyless signature blockchain 

infrastructure, while NERC CIP requirements were fulfilled through 18 critical controls. 

An in-depth analysis on facilitating compliance with NERC CIP 010 standard, which is 

aimed at configuration management and vulnerability assessment, is provided by authors 

in [46]. Requirements and their measures from NERC CIP 010 standard can be fulfilled 

by seven identified blockchain controls. While the authors from [44], [45], [46] describe 

how NERC CIP compliance can be achieved utilizing various blockchain 

implementations, they also point out that such an implementation should be thoroughly 

analyzed as it is still in the nascent stage [44]. 

The most comprehensive analysis of the IEC 62443-4-1 standard presented in several 

papers, from a similar group of authors [47], [48], [49]. The standard was analyzed in 

terms of applicability, deliverables, CMMI and authors have also addressed the topic of 

integrating IEC 62443-4-1 standard with agile software engineering. This analysis was 

done through several aspects, from creating a BPMN that includes SDL and agile 

process to interviewing key stakeholders of those processes. In the paper [49], authors 

made a self-assessment tool that can provide to development teams an insight to current 
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compliance with the IEC 62443-4-1 standard, without the need for additional, costly, 

involvement of external auditors. The tool consists of eight assessment sheets, each 

corresponding to practice in the IEC 62443-4-1 standard. Through three research 

questions, this tool was evaluated by Siemens employees, with different backgrounds in 

IEC 62443-4-1 standard and expertise in security compliance assessment. While 

utilizing this tool, the results can be explicitly tracked to the 4-1 requirements delivering 

a common ground for auditors and project participants, we argue that such an approach 

lacks traceability and is not tamper-proof.  

Compared to other solutions, our proposed blockchain-based model differs in that it 

takes into consideration that ICS, which will follow certain SDL practices, wish to keep 

their information private, tamper-proof, and easily auditable. As the private-

permissioned blockchain provides a tamper-proof solution, enabling only a pre-

authorized set of users to participate in the process, our proposed model enables those 

ICS to fully commit to implementing security requirements that are part of the SDL 

process, while at the same time, have a way of incorporating auditing opportunities. 

3. Requirement’s Compliance Tracking Model and Architecture 

Hyperledger Fabric is a private-permissioned blockchain network that enables only 

preauthorized users to participate in the network. This feature, combined with 

blockchain out-of-the-box traceability and tamper-proof features, can be utilized for 

tracking compliance with various security standards. While other solutions provide 

private permissioned blockchains, Hyperledger Fabric is focused on enterprise-level 

solutions, covering a wide range of industries that can utilize their solution. Given that 

the proposed model is oriented towards ICS that wish to comply with security 

requirements from Secure Development Lifecycle, such blockchain implementation 

seems suitable. 

The proposed blockchain-based model is shown as an activity diagram in Figure 1, 

illustrating which steps the Project Manager, Security Advisor, and Blockchain 

Administrator should do to create a platform that would enable other participants to 

contribute to compliance with chosen standard requirements. In the beginning, the 

Project Manager chooses the standard to be implemented and Security Advisor checks 

for the applicability of that security standard, as the security expertise is within that role. 

If the standard is not applicable, this activity diagram is finished. Next, the Security 

Advisor should define use case diagrams for the requirements that are in the scope. 

Security Advisor can consult the Project Manager if any assistance is needed. All other 

steps are for the Blockchain Administrator, and that is to determine the number of 

channels, define organizations and consortiums based on uses case, and determine 

whether Inter Planetary File System (IPFS) should be utilized. Certain solutions, that 

involve blockchain network, require files to be uploaded. As the blockchain network is 

not created for storing files, an Interplanetary File System (IPFS) can be used. The IPFS 

is a peer-to-peer hypermedia protocol designed to make the internet faster, safer, and 

more open [50]. In a peer-to-peer network such as IPFS, if one node is down, other 

nodes in the network can serve needed files. Utilizing IPFS for storing files, the 

blockchain network remains solely for storing transactions and maintaining the world 
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state. Versioned documents will be available for download from IPFS, while the 

information about the version number, last update, and last modifier can be stored within 

smart contracts. Finally, the architecture, which depicts all organizations, consortiums, 

applications, and channels is created and deployed on the Hyperledger Fabric. 

 

Fig. 1. Blockchain-based model for tracking compliance with security requirements 

In addition to the proposed blockchain-based model for tracking compliance with 

security requirements, a customizable architecture is also proposed. This customizable 

architecture, that combines Hyperledger Fabric architecture and IPFS, enables the 

Blockchain Administrator to easily adjust use cases that have been created by the 

Security Advisor into a deployable architecture. The number of channels is the number 

of presented use cases, the organizations within Hyperledger Fabric are presented as 

actors in use cases and consortiums are presented as a use case that certain actors can 

update. Figure 2 shows a customizable architecture that can be adjusted to the required 

number of channels, organizations, and consortiums. 
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Fig. 2. Customizable architecture for tracking requirement compliance combining Hyperledger 

Fabric architecture and IPFS 

The customizable architecture shown in Figure 2 represents the blockchain network 

N, with related Certificate Authorities, applications for organizations, and IPFS. The 

blockchain network N contains one Ordering Service (OS), one Network Configuration, 

and Blockchain administrator organization (BCNA). The number of consortiums (Cn), 

channels (CHn), channel configurations (CCn), organizations (ORGn), peers (Pn), smart 

contracts (SCn), ledgers (Ln), certificate authorities (CAn), and applications (AORGn) 

is defined through use cases and their actors. If IPFS is identified in the use cases, it can 

be added externally to the blockchain network and connected to the corresponding 

applications. Following this universal architecture, an architecture that is appropriate for 

the supply-chain management use case described in the next section will be discussed. 

4. Model evaluation through Security Management practice 

The blockchain-based model that has been proposed in the previous chapter will be 

evaluated on a security standard, guiding how to interpret the discussed steps. We have 

chosen IEC 62443-4-1 standard for Secure Product Development Lifecycle to evaluate 

how this model can be used for demonstrating compliance, as every information on the 

blockchain network is timestamped and digitally signed. Particularly, Security 

Management practice has been chosen for this paper, as the overall practice in IEC 

62443-4-1 standard, whose implementation is a prerequisite for other practices. We also 

believe that the proposed model can be applied to other security standards that would 

require similar evidence for compliance.  
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The first step from the proposed model was for the Project Manager to choose a 

standard to be compliant with. That step was done by choosing all 13 requirements from 

Security Management practice, from IEC 62443-4-1 standard. The requirements are 

named with the prefix SM (Security Management) and have an assigned incremental 

number, as well as the name of the requirement, e.g., the SM-1 Development process is 

the first requirement from Security Management practice, named Development process. 

In the following sections, activities presented in the proposed model, from choosing the 

scoping applicability to setting up the architecture, are discussed. 

4.1.  Security Advisor activities 

The first step for the Security Advisor, presented in Figure 1, is to perform the scoping 

and applicability decisions. The applicability of the standard requirements can be 

tracked on the blockchain, and it will be discussed later as part of the Security 

Management practice. The following step is to create use cases for the requirements and 

throughout this activity, Security Advisor can consult with the Project Manager. 

Although the requirements from IEC 62443-4-1 standard are grouped into practices, for 

Security Management practices, we have divided requirements into four divisions, as it 

offers better organization of channels and consortiums that need to be defined on a 

blockchain network. The divisions are: 

1. Team and project management: this division covers requirements SM-2 through 

SM-5, as they require teams to have defined roles and responsibilities, team 

members should complete assigned trainings, and applicability of this standard to 

the product in scope should be done. 

2. Development environment: these requirements are aimed at securing the 

development environment (SM-7), considering the development process (SM-1), 

while at the same time ensure the controls for private keys (SM-8) and ensure file 

integrity (SM-6). 

3. Supply chain management: this division is for requirements SM-9 and SM-10, 

that are directed at vendor’s supply chain and engaged 3rd party company, that 

provides custom-developed components. 

4. Quality assurance: this division is created to gather requirements SM-11, SM-12, 

and SM-13, as they are focused on tracking security bugs to closure (SM-11). 

This proposed framework is essentially how the SM-12 requirement, named 

Process verification can be fulfilled. The requirement that focuses on increasing 

the SDL process maturity ultimately increasing software quality and security is 

Continuous improvement (SM-13). 

These four divisions are the use cases that would satisfy the Security Management 

requirements, described below. 

Team and project management use case 

For this use case, which is named Team&project management and presented in Figure 3, 

actors Team and Auditors have been defined, where the Actor Team is a generalization 

for actors Project Manager, Security Advisor, and Software Component Manager. Every 
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actor must authenticate to the network, while the Project Manager and Security Advisor 

create and maintain a consortium.  

Software component manager

Project Manager

Authenticate
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Complete assigned trainings

Define RACI for roles

Audit this channel

Security Advisor

 

Team  

 

Identify products for applicability

 

 

Scoping

Upload file to IPFS
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<<include>>

<<include>> <<include>>

Maintain roles smart contract

<<include>>

Assign trainings to roles

 

Assign roles to team members
 

Update consortium

 

 

SM-4

SM-3

SM-4

SM-2

SM-5

SM-2

 

Fig. 3. Team&project management 

The actors contribute to this use case through the following scenarios: 

1. The actor Team: the generalization of the Project Manager, Security Advisor, 

and Software Component Manager is presented as the actor Team, as everyone 

involved in the SDL must complete assigned trainings. The completion of 

assigned trainings is required by the requirement SM-4 Security expertise. 

Through this requirement, Project Managers are expected to assign trainings to 

identified roles. The identification of roles, i.e., assigning roles to team members 

is expected from the Project Manager and is needed by requirement SM-2 

Identification of responsibilities. This requirement includes defining RACI 

(responsible, accountable, consulted, informed) matrix, and that is done by 

Security Advisor, as that role possesses the knowledge. The Security Advisor is 

responsible for performing Scoping, which is directed by the requirement SM-5 

Process scoping. As shown on the activity diagram in Figure 2, the Security 

Advisor will scope a standard and select requirements that the product should be 

made compliant with. This is also applicable for the requirement SM-3, 

Identification of applicability, where the Software Component Manager will 

provide information to which components SDL should be applied. 

2. The actor Auditors: presented here as the role of auditing this channel, i.e., 

seeing that roles have been delegated, every role has completed the assigned 
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trainings, the processes artifacts for identifying applicability and scoping are 

created. 

Development environment use case 

The Development environment use case is created for grouping Software Component 

Manager’s, Security Advisor’s, and Project Manager’s responsibilities, respectively, 

which are in line with the requirements SM-1 and SM-6 through SM-8. All actors that 

are presented in this use case, must authenticate to the blockchain network. The project 

Manager and Security Advisor will form a consortium, that will enable them to add or 

remove new organizations to the channel, as well as to limit their rights. The actor 

Auditors can be present at any channel, to inspect the compliance with those 

requirements. 

Software component manager

Project Manager
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Document file integrity process
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Fig. 4. Development environment channel 

Following actors and scenarios contribute to this use case: 

1. The actor Software Component Manager: responsible for uploading executable 

files to the IPFS, as the requirement SM-6 File integrity, requires the product to 

have a mechanism that shows that files have not been altered. Although the 

blockchain network is used for verifying that information has not been altered, 

this requirement is aimed at files and executables, which should not be placed on 

a blockchain network, rather they should be placed on IPFS. The upload of 

executable files should include verification of the supplier’s digital signature, and 
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such information should be included in the channel, through a designated smart 

contract. This process can be described through a document and uploaded to the 

IPFS. Once the file is uploaded to the IPFS, the obtained hash should be stored 

on the smart contract. 

2. The actor Security Advisor: the role of Security Advisor in this use case is seen 

through requirements SM-7 Development environment security and SM-8 

Controls for private keys. Both requirements expect both technical and 

procedural controls to be put in place, but since technical controls, such as 

Hardware Security Modules for private keys should not be used by the 

blockchain network itself, both these requirements are focused on implementing 

the processes.  

3. The actor Project Manager: this role is similar to the one Security Advisor has, as 

the requirement SM-1 Development process is aimed at documenting and 

enforcing product development processes, for configuration management, 

requirement engineering, implementation practices, etc. The process can be seen 

as a document that can be uploaded to the IPFS and that hash should be placed to 

the channel, through a smart contract. 

4. The actor Auditors: the role of actor Auditors is to verify that requirements SM-

1, SM-6, SM-7, and SM-8 have been met and that the traceable documentation is 

created, which can be done through inspecting the Development environment 

channel on the blockchain network. All information that is put on the blockchain 

network has timestamped and signed changes, which eases the auditing of 

channels and requirements. 

Supply chain management use case 

Participants in the process of managing the supply chain, seen through the integration of 

software components procured from different vendors, are defined as actors in the use 

case diagram shown in Figure 5. An actor called Software Component Vendor 

represents companies that provide software that can be custom-made for a specific 

customer or can be commercial-off-the-shelf (COTS) components. The actor Purchaser 

is the company that will be using the software that Software Component Vendor 

provides. The Purchaser actor is a generalization for actors named Software Component 

Manager, Security Advisor, and Project Manager. Also, the actor Auditors is presented 

in the figure which will be able to inspect the whole process of tracking software 

components’ supply chain.  

Every actor in the use case must authenticate to the blockchain network to be able to 

participate in any activity. Following actors contribute to this use case: 

1. The actor Software Component Vendor: the actor Software Component Vendor 

is also responsible for filling the security questionnaire, which includes 

uploading the file to Interplanetary File System (IPFS). The security 

questionnaire is a document used for assessing the security posture of companies 

whose components will be integrated into the system. In case the Software 

Component Vendor is producing a tailor-made software component, besides 

filling the security questionnaire, the code should be deployed in a predefined 

repository, which is managed by a Software Component Manager of the 
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Purchaser. Through this security questionnaire, the requirement SM-9 Security 

requirements for externally provided components can be fulfilled. The security 

questionnaire will provide enough information to the Security Advisor, which is 

responsible for analyzing the questionnaire, to determine whether Software 

Component Vendor security posture is adequate. 

2. The actor Purchaser: the actor Purchaser, as a generalization for actors Software 

Component Manager, Security Advisor, and Project Manager, can update a 

consortium for adding and deleting organizations. The actor Software 

Component Manager can manage the software component repository which is 

utilized by the Software Component Provider. The role of the Security Advisor is 

to perform questionnaire analysis, which includes obtaining the file from the 

IPFS. Through this generalization, requirements SM-9 and SM-10, can be 

fulfilled. The Security Advisor will inspect the security questionnaire and the 

Software Component Manager will manage the software component repository, 

which is in line with the SM-9 requirement, while the Project Manager will audit 

Software Component Vendor, which is defined by the requirement SM-10 

Custom developed components from third-party suppliers. 

3. The actor Auditors: if an external auditor wants to inspect the process of 

managing the software components that are either COTS or tailor-made for a 

Purchaser, that can be done by updating the consortium between Software 

Component Vendor and Purchaser. For Auditors to be able to inspect any of the 

ledgers, authentication must be performed against their CA. After successful 

authentication, Auditors can proceed with inspecting the security questionnaire. 

Once the audit is finished, Software Component Vendor and Purchaser can 

update the consortium so that Auditors are deleted from the channel, thus losing 

the capability to inspect the ledger. 

Software Component Vendor

Software Component Manager

Manage software component repository

Authenticate

Auditors

Purchaser

Generalization

Fill security questionaire

Deploy software component code

Update consortium

<<include>>

Audit questionnaire

Questionnaire analysis

Security Advisor

<<include>>

Upload questionnaire to IPFS<<include>>

Obtain file from IPFS
<<include>>

Put hash to channel

<<include>>

Project Manager

Audit Software component Vendor

 

SM-9

SM-9

SM-9

SM-10

 

Fig. 5. Supply-chain management channel 
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Quality assurance use case 

The actors Test analyst, Project Manager, Security Advisor contribute to the quality by 

following requirements SM-11 through SM-13. While the quality itself is permeated 

through several requirements in multiple practices in SDL, these requirements from the 

Security Management practice are focused on increasing the quality through 

management. As in previous use cases, all actors must authenticate to the channel. 

Future organizations, that are shown as Project Manager and Security Advisor actors in 

this use case, form a consortium, which enables them to manage the channel 

configuration and add or remove other organizations, such as Auditors, to the channel. 

Test analyst

Project Manager

Track bugs to closure

Authenticate

Auditors

Report a vulnerability

Update consortium

Audit quality

Security Advisor

Set CVSS score<<include>>

 

 

 

 

Document process for verification
 

Upload file to IPFS Put hash to channel

Document process for improvement

 

 

<<include>>

<<include>>

<<include>>

SM-11

SM-11

SM-12

SM-13

 

Fig. 6. Quality assurance channel 

The following actors and scenarios are part of this use case: 

1. The actor Test Analyst: the requirement SM-11 Assessing and addressing 

security-related issues is aimed at verifying that the product has not been 

released with security-related issues, but the role of the Test analyst is to report 

such vulnerabilities, which includes setting the correct CVSS score. Setting 

proper CVSS score will allow other participants in the channel to be aware of the 

critically and make prioritizations if such action is needed. 

2. The actor Project Manager: this actor is responsible for tracking security-related 

issues to closure, which is defined by the requirement SM-11. Also, the Project 

Manager should contribute to the documents that should be made for compliance 

with SM-12 Process verification and SM-13 Continuous improvement. While the 

requirement SM-12 itself is incorporated into every use case diagram and 

enabled by the later proposed architecture, the document that describes the 

process itself can be uploaded to the IPFS, and the document hash should then be 

put to the appropriate smart contract on the channel. Similarly, the requirement 

SM-13 is incorporated into every use case diagram, as it allows the actor 

Auditors to inspect the processes, which enables them to suggest further 

improvements. The document that describes the improvement process can be 

uploaded to the IPFS and the hash can be put to the smart contract. 
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3. The actor Security Advisor: the role of Security Advisor is presented as a support 

for tracking security-related issues to closure, as this role contains the needed 

knowledge about security-related issues and can advise on prioritization if such 

is needed.  

4. The actor Auditors: as in previous use cases, the actor Auditors can inspect the 

channel, once the consortium enables them read rights to the channel. This audit 

includes verification that all security bugs are tracked to closure, that Test 

Analysts have reported vulnerabilities with correct CVSS scores, and that proper 

documentation, is uploaded to the IPFS and can be tracked. 

4.2. Blockchain Administrator activities 

Due to paper limitations, only the blockchain architecture for the supply-chain 

management use case will be presented. The blockchain network architecture for tailor-

made or COTS components is shown in Figure 7. This architecture is the proposed 

solution of how Purchaser can track software components that are developed specifically 

for that system, i.e., tailor-made or COTS components which are incorporated as-is in 

the system. The architecture is created as a specification of the customizable 

architecture, applied to the Supply-chain management use case. With such architecture, 

compliance with requirements SM-9 and SM-10 can be proven. 

 

Fig. 7. Supply-chain management network architecture 

Upon blockchain network creation, Network Configuration (NC), Organization 

Blockchain Network Administrators (BCNA), and Ordering Service (OS) are added. NC 

is the set of rules and policies allowing organization BCNA to maintain the network, add 

consortiums, new organizations, create channels, add new ordering services and peers. 

Consortium (C) is created between organization Purchaser (PUR) and Organization 

Software Component Vendor (SCV), which have formed a Channel (CH) through 

Channel Configuration (CC). This consortium is formed for organizations to be able to 

create their channel, with the necessary smart contracts to carry out the tracking of 
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software components through security questionnaire. Also, by leveraging organizations, 

only preauthorized members can write and read from the channel, following the need-to-

know basis. Every organization in this solution has its own Certificate Authority (CA), 

which is presented as CA BCNA, CA PUR, and CA SCV. Also, organizations SCV and 

PUR have their peers who host the ledger, named PSCV and PPUR, respectively. Since 

organizations SCV and PUR have formed a consortium, they can add additional 

organizations to the channel, but only if both organizations agree on such activity. This 

is necessary in case an external auditor must examine the process. By changing the 

channel configuration, organizations PUR and SCV can add organization Auditors 

(AUD). For organization AUD to be able to participate in the channel, an application 

AAUD is added. As the use case diagram shows before any changes are made on the 

network, participants must authenticate, while the CA for Auditors is created (CA 

AUD). The AUD, AAUD, and CA AUD are represented by dotted lines as it is added by 

the organizations SCV and PUR when necessary and is removed once the audit has been 

finished. Creation of organizations that will be part of the blockchain network, reduces 

the risk of tampering with software components that are incorporated into the system as 

COTS or tailor-made components, as all actors are known in advance and are 

authenticated, while the blockchain technology provides a tamper-proof solution that 

guarantees that no information is changed once written on the ledger. All these features 

combined, allow compliance with requirements SM-9 and SM-10. 

Applications APUR and ASCV contribute to the security questionnaire by uploading 

the document on the IPFS, after which they will receive a file hash-code which is then 

stored on Channel CH. Utilizing IPFS for storing files, the blockchain network remains 

solely for storing transactions and maintaining the world state. Versioned security 

questionnaire documents will be available for download from IPFS, while the 

information about the version number, last update, and last modifier will be securely 

stored on the Channel CH, within the smart contract Security Questionnaire. Both 

organizations SCV and PUR can contribute to security questionnaire through 

applications ASCV and APUR, which have interfaces for communication with IPFS and 

blockchain network. 

Application and Smart Contracts 

Following the Supply-chain management network architecture shown in the previous 

chapter, a small ExpressJS application was created. ExpressJS is a NodeJS framework, 

used for creating server-side web applications. The Ethereum network is a public 

blockchain network that provides vast number of tools available for creating and 

verifying blockchain smart contracts. One of the most popular test networks for 

Ethereum is the Ropsten network, allowing users to test their smart contracts without the 

need to invest in any platform or online service. For this prototype implementation, 

QuickNode as an Ethereum node was used, connected to the Ropsten test network. 

Utilizing Ropsten test network for prototyping, provides users an easy and unrestricted 

option of interacting with the blockchain. The architecture presented in Figure 7 

includes IPFS, as a method of uploading documents, so for the prototype, a local IPFS 

node was used.  
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The smart contract named Document is a representation of the document that will 

be stored on the IPFS. On the ledger, the uploaded hash, as well as the document name 

and owner will be stored. Document constructor is created for instantiating a new 

Document with the given documentName_ and uploadedIPFSHash_, while the 

owner of that created Document will be extracted from the global attribute 

msg.sender. The contract SecurityQuestionnaires is created for keeping 

the collection of documents, implemented as a mapping of string to a Document. 

Function upload_questionnaire_hash is called once the document hash is 

obtained from the IPFS and the queryDocumentByName function is called for 

retrieving document details. Following code snippet is written in Solidity programming 

language and provides insight on how smart contracts for 

SecurityQuestionnaires and Document are implemented. 
 
// SPDX-License-Identifier: MIT 

pragma solidity ^0.8.13; 

 

contract Document { 

    address owner; 

    string documentName; 

    string uploadedIPFSHash; 

 

    constructor(string memory documentName_, string memory 

uploadedIPFSHash_){ 

        owner = msg.sender; 

        documentName = documentName_; 

        uploadedIPFSHash = uploadedIPFSHash_; 

    } 

} 
 

contract SecurityQuestionnaires { 

    mapping (string => Document) documents; 

 

    function upload_questionnaire_hash(string memory documentHash_, 

string memory documentName_) public { 

        documents[documentName_] = new Document(documentHash_, 

documentName_); 

    } 

 

    function queryDocumentByName(string memory documentName_) public 

view returns (Document) { 

        return documents[documentName_]; 

    } 

} 

  
The following snippet is written in ExpressJS and displays libraries for interaction 

with IPFS, Ethereum network and file system, which are introduced in the beginning of 

snippet and initialized with appropriate configurations. Provided filePath is used 

for creating a buffer which is uploaded to IPFS. The url is the QuickNode’s endpoint 

to the Ropsten test network, which is used to create a customHttpProvider which 

is needed for creating a signer. The signer, together with the address of the 

smart contract and abi, is used for creating an object contract, which is used for 

calling the methods from the smart contract previously explained. Once the upload of 

the document is complete, IPFS returns the hash of that document, which is then 

uploaded to the security_questionnaires smart contract.  
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var ipfsClient = require('ipfs-http-client'); 

var ethers = require('ethers'); 

var fs = require('fs'); 

var ipfs = ipfsClient.create('http://localhost:5001') 

var url = QUICK_NODE_ENDPOINT; 

var customHttpProvider = new ethers.providers.JsonRpcProvider(url); 

var address = 'SMART_CONTRACT_ADDRESS'; 

var abi = ABI_JSON; 

var signer = new ethers.Wallet(ethers.Wallet.fromMnemonic("PRIVATE_KEY, 

customHttpProvider); 

var contract = new ethers.Contract(address, abi, signer); 

 

const uploadDocument = async function (filePath) { 

    var testFile = fs.readFileSync(filePath); 

    var testBuffer = Buffer.from(testFile); 

    var uploadResult = await ipfs.add(testBuffer); 

    contract.upload_questionnaire_hash(filePath, uploadResult); 

} 

 

The snippets provided for the smart contracts and the ExpressJs display the most 

important part of the code which is needed for supporting the basic use case of 

uploading the document to the IPFS and storing the obtained hash on the ledger. 

4.3. Discussion 

The proposed model for tracking security requirements proposes utilization of 

Hyperledger Fabric, as a private permissioned blockchain network that enables only 

preauthorized users to contribute to the network. Though several papers [47], [48], [49] 

propose how requirements from the IEC 62443-4-1 standard can be tracked, our 

proposed blockchain architecture enables tamper-proof solution which is supported by 

blockchain basis. The authors [23] explore the idea of utilizing blockchain technology 

for tracking security requirements, but the paper doesn’t address security requirements 

from IEC 62443-4-1 standard. The value of our work lies on the idea of utilizing private 

permissioned blockchain network for tracking security requirements that are critical 

when implementing secure lifecycle development for ICS. The ICS, such as smart grids, 

can benefit from this approach as it provides a solution which cannot be tampered with, 

leading to improved security posture, as well as plainer certifications. The certification 

process can be assisted by our solution, giving the auditors a timestamped and verifiable 

information about compliance with security requirements that have been stored on the 

blockchain. Private permissioned blockchain network should be utilized as the 

information stored on the blockchain should remain available only to preauthorized set 

of users. Though this paper presented a prototype implementation on the Ropsten 

network, i.e., one of Ethereum’s test networks, the same principles can be applied to the 

Hyperledger Fabric. The public availability of smart contracts that have been added to 

the Ropsten test network enables easier verification of the prototype and simpler 

collaboration in this prototype phase. As this prototype implementation lacks the 

configuration that is needed for creating consortiums, which is only available in the 

Hyperledger Fabric, such improvements are planned in future work. 
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5. Conclusion 

The ever-increasing cybersecurity threats that are emerging from various inputs, can be 

addressed by utilizing security practices, which are incorporated into the security 

development lifecycle (SDL) requirements. Implementation of those requirements 

involves providing evidence that the compliance has been met. The tamper-proof 

traceability that blockchain technology provides out-of-the-box, enables various 

interested parties, such as Auditors, to verify that the compliance with requirements, has 

been met. In this paper, we have presented a private permissioned, blockchain-based 

model, so that organizations can track and manage security requirements throughout a 

secure development lifecycle, which would allow ICS to promote cooperation and trust 

among different parties. Apart from the proposed blockchain-based model and universal 

architecture, an evaluation of the model was done against 13 requirements from the 

Security Management practice, from IEC 62443-4-1 Secure product development 

lifecycle. That evaluation involved discussion of the activities that have been set by the 

proposed model for the Project Manager, Security Advisor, and Blockchain 

Administrator. As the Project Manager has chosen the Security Management practice, 

the Security Advisor created four use cases that correspond to the grouped requirements 

from the SM practice. Those use cases were the inputs for the Blockchain Administrator 

to create an architecture for the supply-chain management use case. Within each use 

case, a possibility of allowing the Auditors to inspect the compliance with the 

requirements was given through modifying the consortiums, allowing Auditors to read 

tamper-proof information stored on the ledger. By utilizing private-permissioned 

blockchain technology, participants in this network are pre-authorized and have 

predefined rights. The future work shall include the design of guidelines for smart 

contracts that would enable further development of the architecture among all parties 

that are part of the supply chain process verification. Also, the usability of this 

framework for other security related standards, such as ISO 27001, shall be discussed. 
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