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Abstract. The detection of distributed denial of service (DDoS) attacks based on
internet traffic anomalies is a method which is general in nature and can detect
unknown or zeralay attacks. One of the statisticdlaracteristics used for this
purpose is network traffic entropg sudden change in entropy may indicate a
DDoS attack. However, this approach often gives false positives, and this is the
main obstacle to its wider deployment within network security egeig. In this
paper, we propose a new, tstep method for detection of DDoS attacks. This
method combines the approaches of network traffic entropy and the Takagi
SugeneKang fuzzy system. In the first step, the detection process calculates the
entropy dstribution of the network packets. In the second step, the TFakagi
SugeneKang fuzzy system (TSHS) method is applied to these entropy values.
The performance of the TSKS method is compared with that of the typically
used approach, in which cumulativens( CUSUM) change point detection is
applied directly to entropy time series. The results show that theFESRDoS
detectorreachesenhanced sensitivity and robustness in the detection process,
achieving a high trupositive detection rate and a very loalsiepositive rate. As

it is based on entropy, this combined method retains its generality and is capable
of detecting various types of attack.
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1. Introduction

Denials of service (DoS) attacks arentinuous cause of financial and reputational
damage. Any organization that relies on the internet for communication with customers
may be a victim of this type of attack. TtHetection of attacks in source networks and

the mitigation of attacks in target networks are issues that remain to be solved, since the
characteristics of attacks often change, becoming more sophisticated and powerful.

The concept of using entropy fortn@rk attack detection is not new. The use of
fuzzy and neural network methods, and particularly TSK, represents the next wave in
this field. The novel approach used in this paper is a combination of ettaspd and
TakagiSugeneKang fuzzy neural netwirbased methods in detecting DoS attacks. In
the majority of related work, only one of these two approaches is used. The reason for
the usefulness of entropy in DoS detection lies in the fact that the entropy of normal
network traffic varies within a narvoband [1]; many anomalies caused by DoS attacks
change the distribution of addresses and ports [2], as well as other traffic characteristics.
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The strength of entroplyased detection arises from its generaligd[1The application

of another processingVel based on fuzzy logic and neural networks results in better
detection characteristics. This requires an additional offline learning process using input
data sets with known attack times. These learning data sets can be obtained from real
sources by sfiing network traffic or from the simulated network environment. In this
work, we used the A3 simulator, which is often used in research in this area. Our goal
was to show that a combination of entrdmsed and TSHkShbased detection of DoS
attacks give rise to a robust general method with a lower fplsstive rate (FPR), a
higher truepositive rate (TPR) and a performance which comes close to that of
specialized methods.

The following is a short review of some related work in this area. Nychis gt]al.
researched the use of entropy in the detection of many different types of attack. These
authors found a correlation between certain distributions, such as address and port
distributions. Based on this, they suggest the choice of a complementarg traffi
distribution to increase detection rate. They also found that entropy is not efficient for
the detection of certain types of attacks, such as port scanning -emtémsity DDoS.

Our findings confirm those in this previous work [5] and indicate that emddr
distributions can give a satisfactory detection rate forilwensity DDoS. In [6], the
Shannon entropy detector and the-stjiare detector are evaluated. Test data are
obtained from public datasets, with attack periods inserted. These attack @gods
very long in comparison with the short attack periods used in our experiments. A simple
threshold is used for change point detection, and the rate of detection is high. These
authors propose a method for an immediate response to detected attadfstha [
authors use sliding time windows, as used in our research, and create a traffic profile
based on minimum and maximum entropy values for each window. In addition to
Shannon entropy, the use of other entropy measures has also been explored. tSpeidel e
al. [1] report the application of -&ntropy; these authors conclude that smaller and
shorter events can be more easily detected by meanemtirdpythan by Kolmogorov
complexity estimationln [8-9], the authors compare a Tsaliased and a Shannon
based detector. In [8], DDoS traffic was injected into Abilene @&eént data sets used

in [2,10]and the performances of the two approaches were measured. In [11], a discrete
wavelet transformation is used for detection of traffic anomalies. The transiomnoét

the normal traffic is treated as noise, while the pulses are treated as anomalies that
should be preserved and detected. The proposed method, referred to as- an anti
denoising method, results in a reduced FPR. In our paper, th&=83Hethod plays &

same role in the reduction of noise and FPR.

As for fuzzybased methods, in [12], the Tak&igeno fuzzy system is used with
the predefined data set KDDCup99 rather than network simulation; this is based on
connection attributes rather than on entrapyperiments also show a high detection
rate and a low rate of false alarms. In [13], a DDoS fuzzy detector is constructed based
on the mean packet intarrival times, and the detection rate is empirically evaluated as
over 80%. In many cases, howeveisitifficult to distinguish legitimate behavior such
as flash crowds, or a surge in traffic to a particular target, from DDoS attacks. This is
investigated in [14]; it constitutes a limitation on all DoS detection methods.



