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Abstract. As the ubiquitous computing environment gets more
attention and development, WSN (Wireless Sensor Network) is getting
popular as well. Especially, the development of wireless
communication and sensor equipment greatly contributes to the
popularization of WSN. On the other hand, the safety and security of
WSN attracts lots of attention due to such a development and
distribution. The DoS (Denial of Service) attack, which gets more
sophisticated and broadens its domain into various services fields, may
have negative effects on WSN, making it vulnerable to attacks. Since
WSN collects information through sensors that are already deployed, it
is difficult to have its energy recharged. When WSN is under a DoS
attack, sensor nodes consume lots of energy, bringing about a fatal
result to the sensor network. In this paper, we propose a method to
efficiently defend against DoS attacks by modifying routing protocols in
the WSN. This method uses a location based routing protocol that is
simple and easy to implement. In the WSN environment where the
location-based routing protocol is implemented, this method disperses
the DoS attack concentration of traffic by using the traffic deflection
technique and blocks it out before arriving at the target destinations. To
find out the number of traffic redirection nodes proper for this method,
we have performed a few experiments, through which the number of
such nodes was optimized.
Keywords: sensor network, traffic redirection, filtering, location-based
routing protocol, Denial of Service
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1.

Introduction

DoS (Denial of Service) attack is a set of methods that tries to make a target
service unusable without actually hacking into the system. DoS attack has
gradually developed into a method of using various attack paths as DDoS
(distributed denial-of-service) attack and of attacking the entire network to
which target belongs. DoS attacks can be classified into flooding, connection,
and application attack types. Flooding attack can be divided into SYN/ACK
flooding, TCP/IP null, FIN flooding, TCP connection, and HTTP attacks.
Application attack is an attack using the characteristics of an application, and
the target applications include FTP, VoIP and DNS [1]. Moreover, DoS
attacks are increasing three times faster than the other attacks and are more
dangerous because their implementation is relatively easier. The methods to
protect against DoS attacks can be categorized roughly into four kinds: attack
prevention, attack detection, attack source identification, and attack reaction
[2]. Among these, the attack-prevention techniques are ways of blocking out
DDoS attacks in advance, preventing them and coping with them sufficiently
by locating their sources [3, 4].
DoS attacks have been limited to the existing particular networks or
servers so far. However, it is recently broadening its domain to small-sized
networks, such as AS and VPN, mobile networks, and even sensor networks.
In fact, there has appeared a new method of DoS attack using smart phones,
which actually threatens the establishment of stable mobile services. Thus,
out of all the attack prevention methods, this work intends to design a system
apt to defend DoS attacks in the environment of WSN, which is a network
that can collect a variety of information in the ubiquitous computing
environment.
WSN functions to collect a variety of information measured on particular
areas, such as vehicle traffic flow, weather information, and detection
systems of military or companies [5, 6]. When such a sensor network is once
installed, it works independently and delivers measured information to a few
sink nodes by comprising a network through connections with neighboring
sensors. Each sensor node consists of a sensing device to obtain information,
a processing device to process information collected, a trans-receiver in
charge of communication between sensor nodes, and an electric power
device to supply power. The problem is that power cannot be supplied to
these sensor nodes once they are installed [6]. Therefore, they should work
with as little electric power as possible in performing the collection and
transmission of data as. In such a sensor network, it becomes a great
weakness if each node tries to block out DoS attacks with its own filtering
system, because a filtering system requires arithmetic computation which
consumes a lot of energy.
In this paper, we applied the concepts of Shield [7] and sShield [8], which
are traffic deflection techniques for defending against DoS attacks, to the
sensor network environment with limited power. This method is a system
which can distribute and block out traffic by using stepwise DoS attack
detection. The detection method can be any efficient one and is not in the
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range of this paper. By applying deflecting techniques to the location-based
routing protocol of sensor network, we attempted to make it possible to
flexibly cope with DoS attacks. In this method, it is an important factor how
many deflection nodes the administrator chooses. The power consumption of
the deflection nodes will be higher than other normal nodes and thus it is
important to select the minimum possible number of nodes that may achieve
an effective defense. Therefore, in this paper, we conducted an experiment
to find out the most appropriate number of nodes.
As for the composition of this paper, chapter 2 explains traffic deflection
methods and sensor network protocols as a related work and chapter 3
explains the sensor network protocol suggested by this paper. Chapter 4
examines the number and location of designed systems through experiments,
and chapter 5 concludes.

2.

Related Works

To apply traffic deflection techniques to WSN, we apply the concepts of
Shield [7] and sShield [8] that work for the wired networks. Both methods aim
to defend against DoS attacks and in the systems the key point are to
determine where to install the filtering nodes since the techniques work with
any filtering techniques. Besides, since they change normal traffic paths by
force through the modification of protocols, they are helpful in dispersing
traffic also.
Both methods operate through the transformation of routing protocols.
Therefore, it is needed to examine the routing protocols of WSN. Out of
them, the location-based routing protocol was selected for this system
because of its ease of implementation, deployment, and addition and deletion
nodes.

2.1.

Traffic Redirection Methods

Unlike existing DoS defense systems, Shield [7] focuses on not how to
identify and block malicious traffic but on where to deploy the defense
system. Briefly speaking, it makes legitimate traffic arrive at the destination
even under an attack, by controlling, monitoring and even blocking out some
of the traffic. Thus, Shield is implemented by using traffic trapping and traffic
black-holing that are already widely used. As shown in Fig. 1, traffic trapping
and traffic black-holing have a concept of having legitimate users' traffic
passed through the shield but attackers' traffic blocked out by the shield,
while redirecting traffic with shield nodes.
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Fig. 1. Diverting traffic flow from a direct route to pass through filtering node (Shield)

There are a few shortcomings of Shield. First, Shield cannot be used inside
an AS, because of its use of BGP (Border Gateway Protocol). Therefore, the
Shield cannot be deployed inside an AS where small-sized DDoS attacks
may occur. Second, under a DDoS attack, the traffic sent by an attacker
should be blocked out, but legitimate traffic should arrive at destinations. For
this, Shield cannot but provide tunneling or use some kind of source routing.
When normal traffic is sent to destinations with such a method, however,
there will be an increase in the overhead of a large number of nodes and the
network itself.
To supplement these shortcomings, sShield [8] is designed to operate
inside an AS by using the concept and definition of Shield. RIP is used as a
routing protocol inside an AS. sShield assumes, as it is with Shield, the
existence of effective filtering and attack filtering systems and deals with the
deployment problem. Since sShield is deployed between two routers and
blocks out traffic passing between the two routers, they needed to deploy
several sShields and tried to optimize the number and location of sShields.
Lastly, to efficiently manage the system, this work systematized sShied to
operate in three phases by the riskiness of attacks.
For an efficient management of this system, sShield has three different
attack modes, normal routing mode, preventive routing mode and protected
routing mode. Each mode is decided by the administrator of AS, depending
on attackers' attack phases. Normal routing mode is used for normal
operating state where no attack is present and sShield does not do anything
and thus no traffic passes through sShield. However, when traffic suspicious
of attack is identified, the administrator changes the routing path to sShield,
converting normal routing mode to preventive routing mode. In case of an
actual attack, the administrator converts preventive routing mode to
protected routing mode, in which state traffic caused by attackers is blocked
out.
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Fig. 2. Changing routing tables of sShield's three routing modes

Fig. 2 shows the process of mode chamges in sShield system. This
sShield system also suggested a method to determine the location of attack
defense systems deployed, and this structure can be deployed in any
position. sShield can be deployed and work inside an AS by using RIP
(Routing Information Protocol), which is a typical protocol of IGP (Interior
Gateway Protocol) [9]. In other words, it is able to prevent small-scaled DDoS
attacks likely to occur inside an AS. Besides, in cooperation with Shield, it is
possible to deploy the technique in any position on the internet, and since it
uses RIP, traffic unblocked out can reach its destination. More importantly,
sShield using the table update of RIP can deflect and block out paths by the
unit of networks being attacked, so it is possible to control the flow in a
precise way. Lastly, the other existing routers do not have to know the
existence of sShield, and routers do not have to be replaced at all, which
helps keeping the consistency of a network.
In this paper, we developed a new DoS defense system by applying these
traffic deflection ideas to wireless sensor networks.

2.2.

Sensor Network Routing Protocols

Routing in WSN is different from ordinary routing protocols used in the
existing wired network. Important factors include: nonexistence of
infrastructure, unreliability of wireless links, and high probability of errors for
many sensor nodes. What matters most is all the routing protocols should
save energy to work without being recharged again [5, 6]. To satisfy these
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conditions, there have been many different routing protocols made for WSN,
and these protocols can be largely classified into six categories as shown in
Table 1.
Table 1. Routing protocols for WSN
Category
Location-based
Protocols

Data-centric
Protocols

Mobility-based
Protocols
Hierarchical
Protocols
Multipath-based
Protocols
Heterogeneitybased Protocols
QoS-based
protocols

Representative Protocols
MECN, SMECN, GAF, GEAR, Span, TBF, BVGF, GeRaF
SPIN, Directed Diffusion, Rumor Routing, COUGAR,
ACQURE, EAD, Information-Directed Routing, Gradientbased Routing, Energy-aware Routing, Information-Directed
Routing,
Quorum-Based Information Dissemination,
Home Agent Based Information Dissemination
SEAD, TTDD, Joint Mobility and Routing, Data MULES,
Dynamic Proxy Tree-Based Data Dissemination
LEACH, PEGASIS, HEED, TEEN, APTEEN
Sensor-Disjoint Multipath, Braided Multipath,
N-to-1 Multipath Discovery
IDSQ, CADR, CHR
SAR, SPEED, Energy-aware routing

Such multitude of sensor network protocols has been developed to fit the
way and purpose of each different kind of WSN. Data-centric protocols are
designed for the purpose of sending data to sink nodes [10, 11, 12].
Hierarchical protocols work by building up sensor nodes in a hierarchical way
[5, 6]. Mobility-based protocols are for circumstances when sink nodes move
[6]. Multipath-based protocols are to build up several paths from source to
sink nodes, not just one single path [6]. Heterogeneity-based protocols are
designed for the sensor network environments that combine battery-based
sensor networks and power-supplied sensor networks [5, 6]. QoS-based
protocols try to minimize the consumption of energy [5, 6]. Lastly, locationbased protocols deliver information using the physical locations of nodes as
part of routing information, where the physical location of each node is
assumed to be known by the nodes [5, 6, 13].
The next explanation is about greedy-based protocol [13], which is the
simplest one out of all the location-based protocols. When any sensor
network is first deployed, it informs all the nodes of its physical location. All
nodes have the physical location table with location information of entire
nodes. Besides that, each node should be aware of other nodes within its
communication range as well. In this way, when a node attempts to send data
to a particular node, it sends data to another node in its communication
range, which is located nearest its destination. Fig. 3 shows the process of
sending data from node x to node d. Node x sends data to its destination x,
through node a. At this point, Node a, having received the data, selects node
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b, among b, s, x located within its communication range, to transfer data,
which is physically proximate to node the destination node d.

Fig. 3. Location-based routing protocol

2.3.

Protection of DoS Attack in WSN

The existing DoS defense methods in WSN were mostly to block the zombie
node generation in nodes with authentication by sensor nodes [14, 15, 16], to
classify and block services in [17] network traffic, or to select DoS attacks by
measuring incoming traffic volume via a sink node [18]. All these methods try
to prevent DoS attacks at the source (by authentication or service block) or at
the sink and there is no discussion about how to deflect traffic when DoS
attacks cannot be prevented that way.
The Shield [7] and sShield [8] are methods to handle exactly that problem
in fixed network. However, [7] and [8] work as fixed network routing protocols
such as RIP and BGP. In order to apply the idea to WSN, we devised a
method for location-based routing protocol, which has the simplest concept
among WSN protocols.

3.

New DoS Defense System in WSN

In building the suggested protocol, we have made the assumptions listed in
the following subsection. Also, we will explain how to distinguish the location
where the attacker is located. After explaining all of them, we will explain
DoS defense methods in WSN by three phase modes similar to sShield. The
three phase modes are normal mode, preventive mode and protected mode.
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3.1.

Assumptions

 The network of interest is a sensor network structure where free data
communication is provided without the concepts of sink and source.
However, the system works even in an ordinary sensor network with sink
and source nodes.
 The routing protocol for this system is greedy-based routing protocol which
is the most basic out of all the location-based protocols.
 Being equipped with GPS, all the nodes know their own locations and each
node are also provided with a unique node number. When first deployed,
the node numbers are broadcast to the entire nodes.
 The nodes renew information about their neighboring nodes and physical
locations on a regular basis. It is to notice any change in neighboring
nodes' circumstances. It is possible to have node failures, power
exhaustions, and node additions.
 There exists an administrator controlling detection of DoS attacks,
selecting nodes, making traffic deflection, and changing modes.
 The nodes in charge of traffic deflection are called ssShield (selected
sensors for Shield) nodes in this paper.
 Depending on the riskiness of DoS attack against the sensor network, there
exist three modes of operation similar to those of sShield, which are
normal, preventive, and protected modes.

3.2.

Attacker

The following are the nodes or methods that are likely to lead to a DoS attack
in WSN.
 Attacks made through the sink node from an external node.
 Internal sensor nodes deployed inside WSN.
A new sensor node deployed by an attacker for DoS attack.

3.3.

Three Phase Modes

The administrator manages DoS attack situations by dividing them into
normal mode, preventive mode, and protected mode. Normal mode indicates
a stable state without any attacks. When finding out information suspicious of
DoS attack coming through several different paths, the administrator changes
normal mode to preventive mode, which redirects traffic to the destination in
preparation for a DoS attack. When the deflection traffic turns out to be a
DoS attack, the administrator changes the mode to protected mode, which
blocks out traffic to the destination.
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Fig. 4. Sensor network architecture (Normal mode)

Fig. 4 shows a part of the sensor network using the location-based routing
protocol. This figure explains how these three modes work. The symbols a, b,
c, d, and s indicate each sensor node's number and the grey circle indicates
the communication range of each node. Location table is a table with every
sensor node's physical coordinates. Moreover, each sensor node has
information about its neighboring node to communicate. Fig. 4 shows a state
of normal mode and how traffic headed for node d is delivered through other
nodes.
At this point, when collecting information suspicious of a DoS attack on
node d, the administrator selects some nodes out of all the sensor nodes as
ssShield nodes and commands them to change their mode to preventive
mode. That is, any node can be an ssShield node, but when they are not
selected as ssShield nodes by the administrator, they do not know which
nodes are ssShield ones. Fig. 5 shows how node s is selected as ssShield
node. The first thing ssShield node does is monitoring all the traffic existing
in its communication range. Then, it looks to see if there is traffic heading for
node d which is suspected of a DoS attack. If there is traffic heading for node
d, it informs that its location has changed in order to bring the traffic to node
s. Fig. 6 shows the process of traffic going through node s due to the
modified location of s. This Preventive mode works only as distributing
suspicious traffic and can be useful for collecting suspicious traffic for further
analysis.
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Fig. 5. Change Normal mode to Preventive mode

Fig. 6. Traffic redirection by location change
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When this traffic is found to be a DoS attack, the administrator commands
all the ssShield nodes to block out traffic heading for node d, as shown in Fig.
7. When the DoS attack stops, the administrator makes the ssShield nodes
return not to normal mode right away, but to preventive mode first. Then, if
there does not occur a DoS attack for a certain period of time, all the
ssShield nodes return to normal mode while informing neighboring nodes of
their physical locations, as shown in Fig. 8.

Fig. 7. Protected Mode

3.4.

Pros and Cons of this System

ssShield is a system apt to disperse and block out traffic caused by a DoS
attack in WSN where the location-based routing protocol is used. While being
controlled by the administrator, ssShield can execute the dispersion and
block-out of traffic at the same time by deflecting traffic caused by a DoS
attack. Some pros and cons of ssShield will be discussed in the following.
As for its advantages, it is possible to efficiently manage energy. First,
since a filtering system need not be put on the sensor node, it is possible to
prevent waste of energy caused by arithmetic operation. Besides, it is
possible to disperse electric power consumption concentrated on particular
nodes, caused by a DoS attack. Second, other nodes that are not selected as
ssShield nodes do not have to perform such operations as deflection and
block-out of traffic. They do not have to be controlled by the administrator,
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while keeping the consistency without the need of the existing protocols to be
modified.

Fig. 8. Return to Normal mode

As for its disadvantages, first, it must redirect and block out both the
legitimate and malicious traffic heading for the target nodes of DoS attack.
The reason is that there is no way to distinguish the malicious traffic from
legitimate traffic unless filtering modules are put on sensor nodes selected as
ssShield nodes. Second, sensor nodes selected as ssShield nodes have a
higher power consumption rate than other nodes. The energy consumption
increases during the process of inspecting all the signals around nodes to
make traffic deflection. However, it is still lower than when the WSN is under
DoS attack, in terms of the mean energy consumption of sensor nodes. Third,
when a traffic redirection should be made in the preventive mode, there may
be some cases when traffic cannot be delivered to destinations, depending
on the circumstances of sensor nodes. In case when traffic comes to ssShield
itself, the ssShield node should cancel path deflection while judging whether
its connection is disconnected. Lastly, since modifying physical locations is
similar to a malicious activity, it is required to provide a safe key mechanism
between the administrator and every sensor node.
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4.

Experiments

Through an experiment, we attempted to investigate the defense rate of DoS
attacks by the number of ssShields. This experiment is to find out how many
sensor nodes the administrator should select in order to defend a DoS attack
efficiently.

4.1.

Experiment Environment

The experimental environment is a simulated one and the topology of sensor
nodes was determined randomly. We fixed the number of sensor nodes, the
communication range of sensor nodes, and the entire width without any
change given. For the experiments, ten times of topology change was made
for each round, and twenty times of ssShield selection was made for each
topology. At the same time, twenty times of DoS attack was performed while
ssShield was arranged one time, through which this system marked the
probability that ssShield could defend DoS attacks. For a DoS attack, traffic
was arbitrarily caused in randomly selected nodes to attack randomly
selected set of nodes. The nodes selected as "ssShield" by Administrator are
determined by random selection method. If ssShield nodes are selected by a
specific criterion, then there is a high probability of a biased choice which will
lead to concentration of energy consumption to specific nodes, which, in turn,
will shorten the time the whole network is useful. The possibility remains that
some clever mechanism exists that do not have this drawback, but it is left as
a future work.

4.2.

Result of Simulation

At first, the experiment was performed by increasing by two ssShields nodes
to the topology deployed with 100 wireless sensor nodes in WSN
environment.
Fig. 9 shows the probability of successfully defending DoS attacks by the
ratio of ssShields selected. This experiment used the topology deployed with
100 nodes, and an average of 3.8 nodes existed in the communication range
of any single node.
As shown in Fig. 9, when 50% of all wireless sensor nodes were selected,
the traffic dispersion and filtering can be provided against DoS attacks most
of the time. However, it means that 50% of the entire sensor nodes consume
power more than in a normal state. Therefore, it is necessary to select a right
number of nodes fit for the sensor administrator's policy and network
circumstances.
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Fig. 9. Probability of defending DoS attack by the ratio of ssShields selected

Fig. 10. Probability of defending DoS attacks by an increase of the entire sensor
nodes

Fig. 10 is a graph showing how the defense ratio changes against DoS
attacks as the number of wireless sensor nodes deployed in the same space
increases. As shown in this graph, it is clear that the defense capability
depends on the distance between sensor nodes, in other words, how many
neighboring nodes there are in one communication range.
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5.

Conclusion and Future Works

In this paper, we proposed a new method to defend against DoS attacks in
WSN using the ideas of Shield and sShield that are DoS attack defense
techniques using traffic deflection for the existing wired networks. Out of the
wireless sensor network routing algorithms, this paper focused on the
location-based routing protocol for the sensor network environment since it is
simple and easy to implement and install. The proposed method was
systematized with three phases of DoS attacks fit for each risk circumstance,
and the administrator was made to select nodes to make traffic deflection
when judging a DoS attack. Then, by changing the location parameter of
location-based routing protocol only for nodes selected, it is possible to for
the selected nodes to make traffic come to themselves, by which a DoS
attack could be blocked out. Besides, the number of nodes to deflect path
was confirmed by experiments. By using the results, it will be possible to
make judgments about the appropriate number of nodes depending on
various sensor network conditions. This paper proposed a method to defense
DoS attack effectively in WSN (wireless sensor network) environment by
using traffic diversion method.
Traffic deflection was applied only to the location-based routing protocol in
this paper. Therefore, it is necessary to examine if this method can be
applied to other protocols. Moreover, no exact experiment was conducted on
the consumption of energy. However, it is expected to measure energy
consumed in an entire sensor network by using traffic loaded on the entire
nodes in each mode. Sensor nodes were randomly selected for path
deflection. This is to prevent energy consumption from concentrating on a
specific node, but there may be other methods possible too. Probably, we
may consider to use nodes around the sink node, an concentrated spot, or
nodes consuming the least amount of energy. All these comprise possible
future works.
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